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Abstract
With the increase in the number of passwords users have to memorize, it is apparent that many
users have become careless about their passwords; thus, the user and the institution are
vulnerable to compromise. The study of this paper is to evaluate alternatives to the burden of
user memorizing complex passwords. Some of these alternatives include software, service,
hardware, and hybrid solution.

2
Acknowledgments

3
Table of Contents
Abstract ............................................................................................................................................1  
Chapter I: Introduction .....................................................................................................................5  
Statement of the Problem .....................................................................................................7  
Purpose of the Study ............................................................................................................7  
Assumptions of the Study ....................................................................................................8  
Definition of Terms..............................................................................................................8  
Limitations of the Study.......................................................................................................8  
Chapter II: Literature Review ..........................................................................................................9  
Introduction ..........................................................................................................................9  
Authentication Type.............................................................................................................9  
Password Authentication ........................................................................................ 9  
Token-based Authentication ................................................................................. 10  
Biometric Based Authentication ........................................................................... 12  
Password Alternatives........................................................................................................15  
Software and Services ........................................................................................... 15  
Hardware ............................................................................................................... 16  
Hybrid ................................................................................................................... 17  
Caveat ................................................................................................................... 18  
Chapter III: Methodology ..............................................................................................................19  
Subject Selection and Description .....................................................................................20  
Instrumentation ..................................................................................................................20  
Data Collection Procedures................................................................................................20  

4
Data Analysis .....................................................................................................................21  
Limitations .........................................................................................................................21  
References ......................................................................................................................................22  
Appendix A: Survey Questions .....................................................................................................30  
Appendix B: Second Appendix .....................................................................................................35  

5
Chapter I: Introduction
The computer password was developed over 50 years ago at the Massachusetts Institute
of Technology for use with compatible time-sharing system (CTSS) (Hiscott, 2013). The idea
behind CTSS was to allow multiple users to login to the system from different points of entry.
However, researchers were able to trick the system and submit an offline printout of the
passwords. At that time, there was no sophisticated hacking network and password cracking
software. However, as the average machine got powerful enough to sophisticated brute force
attacks, passwords need to be stronger to minimize security risks.
With the rise of ecommerce, portable devices, and social networks, the number of
passwords users have to remember has increased dramatically. Based on a 2007 study of web
users by Microsoft Research, “each user has about 25 accounts that require passwords, and types
an average of 8 passwords per day” (Florencio & Herley, 2007, para. 7). Despite everything
about a user’s digital life being protected by passwords, users often choose passwords that are
weak, guessable, and reused. Reused passwords that are weak across multiple accounts
compounded the problem further. If when an account is compromised, the rest of the accounts
are vulnerable to the same attack. For some complex passwords, users often resort to writing
down their passwords to a sticky note and putting it underneath their keyboards, mouse pads, or
easily found locations. It does not matter how strong one’s front door is, if a thief is able to get
the key underneath a rug or rock near one’s front door then that door is useless. These practices
post a serious threat to an organization’s security. A Robertson’s research (Ian Robertson,
professor of psychology at the Institute of Neuroscience and School of Psychology at Trinity
College in Dublin, Ireland) showed that nearly 60 percent of users studied felt like they just
cannot remember the alphanumeric passwords (Wailgum, 2008). The most commonly used

6
password of 2014 was “123456”. “More likely, you were lazy and wanted something easy to
remember, like 123456” (Kelly, 2014)(Kelly, 2014, para. 2).
There are various methods that organizations have tried to minimize this vulnerability.
Some have policies that enforce from the server side to require every user to have a password
that has a certain amount of complexity, is not repeated, and is changed frequently. Other
methods include “limiting the number of logon attempts or requiring that additional imaged data
be keyed” (Campbell, Ma, & Kleeman, 2011, p. 1). However, offline hash file attacks, password
discovery, and social engineering are still a possibility. Companies like Google, Apple, and
Facebook etc. have implemented two-factor authentication but most people either do not know
about it or simply do not have it turned on. Microsoft just announced that its Windows 10 would
support the FIDO (Fast Identity Online) technology that allows the “use of fingerprint or eye
scan – possibly integrated with a key fob for two-factor authentication” (Paul, 2015, para. 1).
However, this is still relying on a third party to build upon the feature.
There are several methods that users can use to help memorize complex passwords. The
first method is using a sentence like, “I pay $250.99 a month for my electricity bill” for a
password. This method requires using upper and lower cases, numbers, and special characters.
The second method is to pick the first and third character of each word in the sentence. Here is
an example of this method, Ipy$5anfrmeebl, from the sentence “I pay $250.99 a month for my
electricity bill”. The third method would be to mix and match special characters with the
alphabet. Something like “myStraingeBook” would turn into “m1$tr@in93800k”. The fourth
method involves using a common root word by changing only a prefix or suffix is the easiest
way to remember. For example, “superM@n” is the common root word. Therefore, a Facebook
password can be something like “facesuperM@n” or “superM@nBook”. However, the user

7
would still have to remember all of these passwords. In the United States each user carry an
average of three portable devices (Eddy, 2013) and that does not include all the accounts in
social network, bank, ecommerce, forums, blogs, PIN etc.
Users may find some password managers useful. However, password managers have
their own issues such as usability, portability, and a single point of failure. Many password
managers are hard to configure, manage, and update. Other desktop password managers suffer
from being able to port over to mobile devices such as tablets and smart phones. If the master
password is compromised, hackers have access to all the passwords. Thus, there must be some
alternatives that offers portability, usability, two-factor authentication, and security.
Organizations and institutions are especially vulnerable to attacks due to some of its employees
using weak passwords for all their logins or to manage their password manager.
Statement of the Problem
Users must create and remember passwords for multiple logins. Organizations require
complex passwords by enforcing a minimum number of characters and mandating a variety of
special characters. Therefore, many users use weak, guessable, and repeated passwords. This
leaves users and the institutions vulnerable to compromise and hacks.
Purpose of the Study
The purpose of the study is to evaluate alternatives to memorizing complex passwords
using a quantitative method. The study will look at several security technologies in both
software and hardware. In the software category, the study will evaluate some of the password
managers with plugins and extensions for browsers and portable apps for mobile devices. In the
hardware, the study will look at some biometric authentication devices and systems including
fingerprint, face, iris, and heartwave. The study will try to review and evaluate several
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technologies that are already out in the market. If the technology is still in beta or development
stage, the study will try to include reviews and evaluations from other credible sources. The
study will try to point out each technology’s pros and cons to give a well and balance view.
Assumptions of the Study
Definition of Terms
FIDO (fast identity online). It is an open standard for authentication to a computer via
biometric and a person’s characteristics (Mendoza, 2015). A system equipped with FIDO will
no longer require a user to type his/her password for login. For more information on the FIDO
specification, check out the FIDO Alliance’s specification web page,
https://fidoalliance.org/specifications.
BLE (Bluetooth low energy). It is a new version of Bluetooth that used extremely low
energy to operate. It is part of the official Bluetooth 4.0 specification.
Password discovery. It is the process of recovering lost password through various tools
and methods.
Social engineering. It is a non-technical method of getting information from a user for
the purpose of intrusion or hack. Social engineering relies heavily on human interaction and
often tricking the user into breaking normal security measures.
Limitations of the Study
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Chapter II: Literature Review
Introduction
Users are increasingly burdened with the task of memorizing more and more complex
passwords. This leads many users to be careless about their passwords and potentially damaging
to the user and their employers. The literature review will go through various technologies that
will alleviate some of this burden on the users.
Authentication Type
The three main factors of authentications are based on “what you know, what you have,
and what you are” (Bartik, 2014; Gibson, 2011; Gorman, 2003). A classic example of something
a person knows can be a password such as a word, phrase, or personal identification number
(PIN) that is kept secret. Password authentication is one of the most widely used forms of
authentication (Dole & Jadhao, 2013; SANS Institute, 2001). The second factor is “what you
have” and it can be a thumb drive or smartcard that allows a user to authenticate. The third is
“what you are” and that can be a person’s fingerprints, iris, or heart wave.
Password Authentication
An authenticator is a method of proving who a person says he or she is. It is a process
that allows one entity to positively verify another user, device, or other identity in a computer
system (Dole & Jadhao, 2013). The process of authentication can include a password, one-time
passcode, security token, or biometric to aid in the process (Gorman, 2003). There are two types
of authentication: human to machine and machine to machine. In the case of human to machine,
a user has to interact with a device such as a computer or an ATM machine by providing a
shared key secret that has been prearranged during registration or enrollment to get authenticated
(Gorman, 2003). The second form of authentication is a machine verifying another machine’s
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identity without regard to the identity of the user (Gorman, 2003; Ma, Ren, Ren, & Yu, 2013).
One example of the machine-to-machine authentication is in the single sign-on system where one
system will automatically authenticate a user’s initial login with multiple systems, if needed, to
allow seamless login or workflow.
A password is the most widely used, but a password alone is the least secure and most
vulnerable form of authentication (Dole & Jadhao, 2013; Florencio & Herley, 2007; Gorman,
2003; Ives, Walsh, & Schneider, 2004). By conventional wisdom, a user will choose the easiest
password to remember, re-use passwords across multiple sites and devices, and forget their
passwords (Florencio & Herley, 2007). If a person uses a weak password along with a strong
encryption, his or her computer will still be vulnerable to spyware and other malicious password
attacks (Flach, Kladko, & Laptyeva, 2011). Even if a person has a strong password, phishing
and key logging can still cause problems (Flach et al., 2011). Thus, the vulnerabilities of
password authentication have been increased greatly by the rise of phishing attacks. According
to the Government Accountability Office, malicious software targeting mobile devices has
increased from 14,000 to 40, 000 or about 185 percent in less than a year (Cooney, 2012). Some
of these cases involved users who do not use the built-in mobile securities, and even if they did,
they often picked the easiest password or PIN that can be guessed. Ten thousand passwords
from Hotmail were leaked in 2009 and over 42 percent of the passwords were all lower case
alpha characters containing six to nine characters only (Acunetx, 2014). About 15 to 20 percent
of users regularly wrote down their passwords on a Post-it note and attached it to their computer
monitor (Flach et al., 2011). Regardless of how strong the encryption is, the password is still the
weakest link.
Token-based Authentication
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Using passwords posed many threats; therefore, token-based authentication using a smart
card with a security chip is a more secure alternative. A token-based authentication consists of
“something that you know” and “something that you have” (Smart Card Alliance, 2003). It is a
two-factor authentication system that is much more secure than just a password alone
(SearchSecuritycom, 2008). The Smart Card uses a password with a dynamic ID or PIN number
that uses a one-way hash function (Das, Gulati, & Saxena, 2004; Hwang & Li, 2000; Li &
Hwang, 2010). The process allows the user to register the Smart Card or dynamic ID once and
thereafter, there is no need to reregister or enter a password to authenticate. In some schemes, a
timestamp is used to synchronize clocks on the user and system side to prevent replay attacks.
The smart-card is a temper-resistant device and the information is only accessible if the user
passes the verification. The card only has limited computational capability; therefore, if it is lost
or stolen, there is not much an identity thief can retrieve. Hwang (2010) proposed a scheme
where a user inputs his biometric information into the device and the system is able to compute a
secret information with a password that corresponds to the user and store that information in an
undisclosed location for the user’s future authentication. Therefore, even if the Smart Card is
lost or stolen, an identify thief would have a hard time trying to authenticate because the PIN or
ID’s secret information changes dynamically.
A Smart Card with a security chip can be used to access multiple physical and logical
resources. The Smart Card is also capable of storing information about the user, paying a fee or
a fair, certifying transactions, and tracking ID holder activities for audit purposes (Smart Card
Alliance, 2003). Smart Card comes in a variety of forms and capability. A multipurpose Smart
Card technology is able to support legacy access authentication as well as including a contact or
contactless security chip. A contactless Smart Card does not require the card to physically make
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contact with the card reader. The security chip implements a data security standard using triple
Data Encryption Standard (DES) or Advance Encryption Standard (AES), all operation modes
specified in the standard, and the flexibility to use the chip for banking and other related
activities (De Man, Hoornaert, Vandewalle, & Verbauwhede, 1987; Englender, Solihin, Rogers,
Prvulovic, & Yan, 2006). A Smart Card with both read/write and data storage is able to store
privileges, authorizations, and attendance records (Smart Card Alliance, 2003). PIN and
biometric information can be stored in the chip offering two or three-factor authentication
capabilities for better security.
Biometric Based Authentication
The biometric authentication is a more reliable indicator of identity than legacy systems
such as password and PINs. The biometric falls in the “who you are” classification and can be
subdivided into physiological and behavioral approaches (Weaver, 2006). The biometric
authentication is an automatic, real-time, and non-forensic form of the broader human
identification methodology (Wayman, 2001). Biometric authentication is a more attractive
alternative to password or tokens because it cannot be forgotten or stolen (Akkermans et al.,
2005). The biometric authentication process involves scanning the sample, storing the sample as
a template in the system, and verifying the user provided biometric identification against the
stored template to authenticate.
The physiological approach includes fingerprint; iris and retina scans; hand, finger, face,
and ear geometry; hand vein and nail bed recognition; DNA; and palm prints (Weaver, 2006).
However, fingerprint and iris scanning are the most widely used form of biometric
authentication. Fingerprint usage has been found in clay seals attached to business documents
since the days of the ancient Babylon to secure commercial transactions (Weaver, 2006).
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Fingerprints contains the unique characteristics of ridge endings and bifurcation known as
minutiae points (Bolle, Hong, Jain, & Pankanti, 1997; Wayman, 2001; Weaver, 2006).
Fingerprint scanners can be attached to a device via a USB device or embedded such as some of
the later version of smart phones, tablets, and laptops.
Iris scanning as an authentication alternative is even more accurate than fingerprint
because the iris has about 260 degrees of freedom with regard to its vein patterns (Kumar & Ryu,
2008; Wayman, 2001; Weaver, 2006). The iris pattern are isolated from external environments
and remain unchanged through the life of the person. The randomness of the iris pattern are
unique even for identical twins (Kumar & Ryu, 2008; Weaver, 2006) which makes it a very
attractive method of authentication. A person’s right eye iris patterns are different from his/her
left so enrolling the right eye and trying to authenticate with the left eye will fail. Even if a
person is wearing glasses or contacts, it will not affect the authentication.
Voice authentication is the process of identifying a person by his or her voice. According
to Liu and Silverman (2001), voice authentication is based on voice-to-print authentication by
transforming voice to texts. In a text dependent authentication system, the recognition system
must have prior information about the text to be spoken by the user and it is expecting the user to
speak this exact text back to the recognition system (Bigun, Gonzalez-Rodriguez, Reynolds, &
Ortega-Garcia, 2005). These prior texts or commands must have already been established for the
recognition system to work. On the other hand, a text-independent is more flexibility. For
example, it allows the speaker to be verified while he or she is conducting other speech
interactions. There is no need to speak only pre-recorded set of texts. The acoustics of a
person’s voice contains both anatomy (e.g., size and shape of the throat and mouth) and learned
behavioral patterns (e.g., voice pitch, speaking style) (Kumar & Ryu, 2008). Since most
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computers and smart devices already have microphone and audio card, voice authentication is
desirable because all it needs are just software updates (Lawton, 1998). There is no new
hardware requirement and can be delivered by landline or mobile phone (Akram, Kaman,
Swetha, & Varaprasad, 2013).
Face authentication or recognition is the analysis of facial characteristics. Facial
recognition is one of the most acceptable form of authentication because human face is always
bare and is often use for visual interactions (Ando, Kurihara, & Zhan, 2006). Facial recognition
involves the challenging area of artificial intelligence, computer vision, pattern recognition and
image sensing (Ando et al., 2006). The method usually involves capturing a facial image (Liu &
Silverman, 2001) and digitizing that image as template for future authentication. In the past two
decades most capture facial image captured are in 2D (Pan, Wu, & Wu, 2003) but recently there
are technologies in capturing 3D facial real-time imaging system based on correlation image
sensor (CIS) that could provide a rich set of depth and surface information (Ando et al., 2006).
The use of CIS result in a depth map that has the advantages in a) robustness to the variation of
the illumination condition, (b) robustness to the variation of the pose, and (c) capability of
rejecting impostor with highly reliability (Ando et al., 2006).
Heartwave is a relatively new biometric authentication technology by capturing the
person’s heartbeat in the form of electrocardiogram recording (ECG). The ECG of a person’s
heartbeat is unique due to the change in size, position, and anatomy of the heart, chest
configuration, and various other factors (Hegde et al., 2011). Heartwave or ECG can be used as
an authentication alternative because a heartbeat signal is unique to each person and stable over
long periods of time. Every living person must have a heart and the heartbeat can be captured
from the hand, liveness is an inherent property of this modality, and it is difficulty to steal or
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mimic a heartbeat (Md Saiful Islam, 2014). Other biometric authentications such as password,
PIN, and Smart Card can be stolen, lost, replayed attacks, and man-in-the-middle attacks. By
using heartbeat as an authentication mechanism, it resist many of these weaknesses.
Password Alternatives
There are several ways that password alternative can be achieved. These includes
password managers and services, hardware, and a combination of both software and hardware.
Some password managers provide plugins or extensions that work across different devices and
platform. In the hardware alternative, some work wirelessly via Bluetooth, Bluetooth Low
Energy, and Wi-Fi. While in the hybrid scenario, it requires software to be installed and updated
on the computer or device.
Software and Services
Among the top password managers, LastPass and Dashlane ranked in the top three with
1Password as number one (Ferrill, 2014; Parker, 2014; Rubenking, 2015) and Keepass is not far
behind others. Password managers such as these has the capability to auto populate forms and
web logins (Ferrill, 2014). With 20, 30 or sometimes 100+ different kinds of logins, these
password managers come in very handy. Not only is it good for auto populate forms and logins,
it is “cross-platform and cross-browser synchronization, mobile device support, secure sharing of
credentials, and support for multifactor authentication” (Ferrill, 2014, para. 5). KeePass and
1Password can synchronize to online storage services such as DropBox. One of the greatest
features of many password manager is the capability auto generate random passwords with 256bit AES encryption (Parker, 2014). LastPass also have a few tricks up its sleeve such as the
LastPass for Application (Rubenking, 2015) and being to store various secure notes. The
LastPass for Application uses a plugin that sits in the system tray and the user can train the
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software to autofill an application’s login screen with a password. Dashlane and LastPass also
support Google Authenticate and the ability to work with Apple’s Touch ID authentication
(Rubenking, 2015). Okta is a single sign on and access management service for the enterprise
that uses cloud services and web applications on a daily basis (Sturdevant, 2012). Once logged
into Okta, users are presented with app like icons to be clicked to launch. Okta also provide IT
administrators the capability to manage user accessibility and monitor software as service (SaaS)
resources (Sturdevant, 2012). If when Okta is integrated with Windows Active Directory, all the
user has to remember is their daily login user name and password they would be able to access
both third party services as well as hosted services (Gohring, 2011). Since Okta has over 1,200
cloud and Web app services, this makes it desirable and easier for organizations to adopt and
allows IT administrators to look at what resources are being used the most for better negotiation
(Dignan, 2011).
Hardware
When it comes to an alternative to password memorization, hardware authentication may
be the best option. These includes three types of technologies; USB, Bluetooth, and blue tooth
low energy (BLE). Many may know or have used a USB device before but the difference
between Bluetooth and BLE is that while BLE is still within the Bluetooth 4.0 umbrella;
however, it uses a totally new technology (Nilsson & Saltzstein, 2012). The main feature of a
BLE is its ultralow energy usage. A CR2032 battery is able to power a small device for five to
ten years (Nilsson & Saltzstein, 2012).
Two of the hardware password managers includes Sesame 2 and EveryKey. The Sesame
2 is small enough to fit in a user’s keychain or slips into his or her pocket. The Sesame 2 key fob
can be paired to a Mac over Bluetooth (Logan, 2016). The Sesame 2 has two settings, near and
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far, for customizing the proximity of triggering the lock and unlock screen when the user walks
away from the computer (Cole & Monday, 2013). The EveryKey works similar to the Sesame 2
except it is a wristband wearable. If the EveryKey were ever stolen or lost, the user can easily
disabled it from the Internet (NDTV Correspondent, 2014). The EveryKey stores the password
on the Everykey server instead of on the device itself for security (Lomas, 2014).
The Nymi and Arkami myIDKey are among other hardware authentications. The main
difference between the myIDKey is that the device works over Wi-Fi or connect to the computer
via USB (Fahmiday Y. Rashid, 2014) instead of Bluetooth like other devices. The passwords are
actually stored in the myIDKey 16GB USB device with a AES256 encryption (Gloria, 2013;
Kooser, 2013). The Nymi on the other hand uses Bluetooth low energy (BLE) for
communication and heartbeat or ECG for biometric authentication. The device is a wearable
wristband that authenticates that has six axis sensors that can be used to unlock car if the user
wants to (Lomas, 2013; Pierce, 2013). Not only is Nymi use for password authentication, it can
also be used as a remote control for a user’s Netflix account (Santus, 2014). Nymi seems to be
the ultimate device for password memorization alternative.
Hybrid
The combination of hardware and software makes it attractive solution password
authentications. Hybrid solutions for authentications include devices like Knock, Nok Nok,
MyLok, SplashID Key Safe, and Yubikey. Knock is a software that works on Apple’s operating
system. The software is installed on the Mac machine and the iOS app is running on the iPhone,
iPod, or iPad device. When in proximity, the user will knock on their iOS device and that will
unlock the Mac computer thus avoiding entering a password. The software and hardware hybrid
solution works from within 20 feet away from the Mac computer and uses BLE so it would not
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drain the battery off of the iDevices (Warren, 2013). The Nok Nok authentication software uses
a protocol developed by the Fast IDentity Online Alliance (FIDO) (Counter, 2014; Messmer,
2013). The Nok Nok Labs developed and uses the Online Security Transaction Protocol (OSTP)
to go beyond simple user passwords and logins with a much stronger multi-factor identity
verification before allowing web access or online transaction to occur. Nok Nok is not only
convenient but secure. It works by sharing the secret between the back-end server and the device
to authenticate a user (Messmer, 2013). MyLok manages and stores the user’s credentials in the
8GB USB typed device that has a 36KB of EEPROM onboard cryptographic processor chip for
security (Rubenking, 2011). The SlashID Key Safe is a software and an optional USB stick for
password manager (Rubenking, 2010). SplashID Key Safe also utilized Apple’s Touch ID for
authentication to its password manager app for secure access. Yubikey is a USB keychain type
of password manager that sends a static password after the user touched the sensor end of the
stick and dynamically-generate a one-time password to any application that is listening for its
input (Rubenking, 2009). This prevents any key logger software from capturing the password
because the password will be discarded after the session is over.
Caveat
These solutions are not without faults or caveats. Software password manager post
certain burdens on the user’s ability to install, update, and manage. Even though the problem
was fixed in LastPass and four other web-based password managers, researchers found critical
defects in all of them. The serious defect allows remote user to siphon the password from
plaintext passcode from a user’s wallet with no of anything going wrong (Goodin, 2014).
Another possible vulnerability is when a user enters his or her credentials on a compromised
website, an attacker can easily grabbed the information.
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Hardware solutions also have their share of frustrations and issues. Since biometric
measures a unique characteristic of the user, it faces accuracy issues due to noise to signal ratios
(Kumar & Ryu, 2008). Regardless of fingerprint, voice, iris, facial, or heartbeat, there is always
a chance of introducing noise during the capturing of the signal or image. Other issues involve a
person’s finger being cut, burned, stained etc. and the readers would not be able to read (Duncan,
2013). Voice and iris recognition also faces the same challenge, not to mention the cost of the
scanner or reader and once it is compromised, it is permanent (Duncan, 2013) .
Hybrid solutions that include both hardware and software face similar fate. On the
hardware side, the device can be stolen, lost, or compromised. Since many of these hardware
devices use Bluetooth that means both devices must already have Bluetooth chip embedded or
connected externally (Lomas, 2014). Many software hardware hybrid do not work across
different platforms, brand, versions, and operating systems (Lomas, 2014; Rubenking, 2009).
Hybrid solution requires the software to be installed either one or both machines, it is not very
practical when accessing a computer that does not belong to the user such as at public places or a
friend’s computer (Seltzer, 2013).
Chapter III: Methodology
As more mobile devices such as wearables, smart phones, phablets, tablets, and Internet
of Things (IoT) are getting more into the hands of consumers, to the complexity in authenticating
one’s identity to access the devices and its functionalities has increased. As discussed in the
previous chapter, there are several alternatives to securing these devices via passwords. This
chapter will discuss the methodology in evaluating some of the alternatives.
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Subject Selection and Description
After the approval of Institute Review Board (IRB) from UW-Stout, recruiting students,
faculty, and staff will start. The target sample size is at least 30 participants who meet the
criteria. The criteria for participation requires that the participants must have an iPhone or
Android smartphone with finger print authentication and use at least three different user names
and passwords per day. On the survey, the participant will require to list his or her department,
major, and status (whether he/she is student, and faculty/staff), gender, and age.
Instrumentation
As of this this study, some of the devices are not available for consumers. They are still
in beta testing or too expensive to purchase for evaluations; therefore, this study will not be
evaluating Nymi, Nok Nok, MyLock, myIDKey, Everykey, and Sesame 2. The study will use
LastPass, Dashlane, KeePass, Okta, Knock, and TouchID. The LastPass, Dashlane, KeePass,
and Okta will represent the software category. Since many of the hardware authentication
devices are not available for testing, Apple TouchID, Android, or Windows fingerprint
authentication will represent the biometric category. SplashID Pro and Knock will represent the
hybrid category. Participants will use the finger print authentication capability on their smart
phone in combination with some of the applications listed above. See Appendix A for the
survey.
Data Collection Procedures
To collect the data an email will be sent to all students, faculty, and staff regarding the
study with the requirements stated above. Participants who are interested will receive the
informed consent form in the email, instructions on the six different technology alternatives, and
links to download the apps.
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The participants will evaluate the various technology alternatives for two weeks. They
will involve in registering the device and/or software, installing, and upgrading if necessary. The
participants’ task is to use the six technology alternatives to manage their passwords and
authenticate web and computer logins. Each of the participants must have 10 or more logins to
manage. After the two weeks, an email will be sent to each participant to take the survey via
UW-Stout’s Qualtrics. The survey will try to determine three key categories: usability, accuracy,
and maintenance. The survey is listed in Appendix A below. The data gathered from this survey
will be tallied and use in the data analysis. Any identifiable information about a particular
participant will be stripped out for the final result.
Data Analysis
The data analysis will involve ranking which alternative technologies are most preferred
and among which group of participants. The study will look if there is any correlation between
the preferred alternative technology and the participant’s gender, major, department, and status
(student, faculty, and staff). The study will add all the ratings and find out which technology
rank the highest in the three categories: usability, accuracy, and maintenance.
Limitations
The limitation of this study may not apply to the general public since all the participants
are from UW-Stout only. Although the study does try to get a wide range of participants, the
participants may be influence by the level of their experience, education, and preference or
methods of using the technology. The distance between each interval ranking may be uneven.
There is no guarantee that between Excellent and Good equals Fair and Good.
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Appendix A: Survey Questions
Please rate each of the following survey questions. The options are Excellent (4), Good (3), Fair
(2), Poor (1), and Not Applicable (0).
1.   Please rate which of the technology work faster.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
2.   Please rate which of the technology is the easiest to use.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
3.   Please rate which one has the best features?
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
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f.   Fingerprint (e.g. TouchID): Rank
4.   Rate which one has the best interface?
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
5.   Rate which one requires the least intervention to operate.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
6.   Rate which technology alternatives has the best authentication success.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
7.   Please rate which alternatives you feel provide the most password security.
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a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
8.   Rate which one take the least time to authenticate.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
9.   Rate which one works best for web browser.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
10.  Rate which one has the least error.
a.   LastPass: Rank
b.   Dashlane: Rank
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c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
11.  Rate which one is the easiest to install?
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
12.  Rate which one is the easiest to upgrade?
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
13.  Rate which one takes the least of time to setup before you're able to use it.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
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e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
14.  Rate which one is the easiest to uninstall.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
15.  Please rate which one provides the best information such as online help, on-screen
messages, and other documentation.
a.   LastPass: Rank
b.   Dashlane: Rank
c.   KeePass: Rank
d.   Okta: Rank
e.   Knock: Rank
f.   Fingerprint (e.g. TouchID): Rank
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Appendix B: Second Appendix

